At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online

safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.
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9, ‘Catfishing -

Catflshlng is when someone creates afake
online profile to trick people into thinking they
are somebody else. They assume.a fake ;
identity and go the extra mile to make their . erate or want to
__victimdoglieve that they are exactly who they . - _ ,r ;‘;j‘f S ﬂir,fjjjfj’:}; J'f jgl ;.Jr:: i ,}JJ
say they are. Catfishers make up life stories A
and use photographs of unsuspecting - ;
victims to create fake identities. They will \

) share life experiences, jobs, friends, and - — .
photographs to their fake accounts.—— — ;s Fraud and Identity Theft
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Catfishers are people who create fake identities and
could be taking other pe gp e's photos and

,erszm_ﬂn'{ (o be them:. Itis errrun jor fraudsters

(o post P ctures stoleniro ocialmediasii
Including kacebook andIn ram. Catfishers may -

try to limit chat to text-based messaging and
_m/rnlr?mu}jmg videoiis likel! be shunned for

edr of revealing their true identity.
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‘\.‘\J
Catfishing can escalate very quickly. Assomeone
executing a '",J_JLJ‘I]J‘J'J scamis 1o )
of ')_)'.JJ - Whatever thatmay be =

wantto getthings movingasiqu
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Online Grooming ~—

"U'?brwr: can be anyone and target anyone Of any

age. They may target children anddim to lure them

Into asexual relationship ortrickthemint glellple]
hude or Inappropriate images orthemseives.

Requesting Money

Catfishers may also try to trick children out of mone
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CGo through children’s security and privacy settings
thoroughly to ensure that their online profiles are
set to private. This means that only friends can see
their profile and can contact them. tmay also be a
| goodideato checkthrough children’s friendslist
with them and closely monitor their usage,

especially if they are being secretiv
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In-somecasesnt s*dlfflcdlf"to stop young pe'bﬁle- -
from talking to new people. In these circumstances,
encourage children to be curious and ask lots of
| questions rather than rely on the information given
| In someone’s online profile. Through the course of
TonverSatlons‘there may be inconsistencies with
what s said and catfishers may be vaguein
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How t d
Offer support
Always encourage children to talk to a trusted adult about an?lthlng
that has made them feel uncomfortable online, particularly
someone they don’t know has contacted them. j
Report and block
Make sure that children are aware of how to report and block accounts on
all platforms that they use. You can report fake accounts and block users to
\_ prevent them from viewing a child’s profile.
Check with Google
If you are concerned that someone is using a child’s photographs for
their own benefit, use a Goo?le image search to check. After
uploading a photograph use related images to see if anyone else is
° using photos that the child has previously shared online. If this is the

case, report the user directly to the platform. j

' 5 > Report to authorities

If you suspect that a child has been the victim of any fraudulent,

\response to specific questions about themselves.

Never meet

It’s vital that children know never to arrange to.
‘meet up with people they meet online, and never tcr
send money to them. Tell them to al sp

trusted adult if they are being pressurediintc domg
something they are not comfortable with.
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Have honest conversations
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Our Expert

Pete Badh

Pete Badh is a writer with over 10+years in
researchand analysis. Working withina
specialist area for West Yorkshire Police,
Pete has contributed work which has been
pivotal in successfully winning high profile
cases in court as well as writing as a subject
matter expert for industry handbooks.

illegal or inappropriate activity, then you should immediately report it
to the local police or authority.
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www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety

Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.09.2020



